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TRex started as Stateful TGN
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Requirements 



Requirement fd.io CSIT project 
https://wiki.fd.io/view/CSIT

RFC 2544
 High performance /scale 
 Multi streams
 Latency/Jitter measurement
 Statistic per stream
 Automation

https://wiki.fd.io/view/CSIT


Traffic Profile Example



TRex Objects relations



High level CP/DP



Control plane High level



TRex DP queues/cores #1 DP

Flow 
Director 



TRex DP queues/cores #2 DP



TRex CP-DP messaging 
• One to many
• No locks



TRex RX-DP messaging 
• One to many
• No locks



Traffic profile



One stream with two directions



Simple Interleaving streams



Simple Interleaving streams



Multi burst



Multi burst profile



Field Engine
• Flexible engine to change any field inside the 

packet
• Examples 

– Change TOS 1-20
– Range/random of client IP 10.0.0.1-10.0.0.254
– Fix TCP/UDP checksum
– Repeatable random range  
– Packet size change 64-9k (e.g. random size)
– Write bits



Field Engine, SYN 
attack



Instructions 
https://trex-tgn.cisco.com/trex/doc/cp_stl_docs/api/field_engine.html

Instruction type Description API
STLVmFlowVar Define a variable STLVmFlowVar(name, init_value=None, min_value=0

, max_value=255, size=4, step=1, op='inc')

STLVmFlowVarRepetableRandom Repeatable random var STLVmFlowVarRepetableRandom(name, size=4, limit
=100, seed=None, min_value=0, max_value=None)

STLVmTupleGen Tuple generator struct
STLVmTupleGen(name, ip_min='0.0.0.1', ip_max='0
.0.0.10', port_min=1025, port_max=65535, limit_
flows=100000, flags=0)

STLVmTrimPktSize Trim the packet size by var name STLVmTrimPktSize(fv_name)

STLVmFixIpv4 Fix IPv4 header checkssum STLVmFixIpv4(offset)

STLVmFixChecksumHw Fix TCP/UDP checksum STLVmFixChecksumHw(l3_offset, l4_offset, l4_typ
e)

STLVmWrMaskFlowVar Write a variable to bits
STLVmWrMaskFlowVar(fv_name, pkt_offset, pkt_
cast_size=1, mask=255, shift=0, add_value=
0, offset_fixup=0, is_big=True)

STLVmWrFlowVar Write a variable STLVmWrFlowVar(fv_name, pkt_offset, offset_f
ixup=0, add_val=0, is_big=True)

https://trex-tgn.cisco.com/trex/doc/cp_stl_docs/api/field_engine.html


Per stream statistics
• Implemented using hardware assist with Intel 

X710/XL710 NIC flow director rules
• With other NICs (Intel I350, 82599), 

implemented in software.



Per stream statistics -TUI



Per stream latency/jitter 
• Base on per stream stats hardware assist 
• Forward specific type of packets
• Filter is based on IPV4.ID and IPv6.flow_id 
• Software measures latency and jitter 

resolution is ~usec (not nsec)



Latency/Jitter-TUIConnection   : csi-kiwi-02, Port 4501                  
Version      : v2.09, UUID: N/A                        
Cpu Util.    : 0.01% @ 8 cores (4 per port)            
Rx Cpu Util. : 0.03%                                   
Async Util.  : 0.89% / 2.58 KB/sec                     

:                                         

Latency Statistics (usec)

PG ID     |       12       |       13       |       14       |       15       
--------------------------------------------------------------------------------
TX pkts |          97922 |          97922 |          97922 |          97922 
RX pkts |          97922 |          97922 |          97922 |          97922 
Max latency  |             37 |             35 |             38 |             43 
Avg latency  |             22 |             22 |             22 |             22 
-- Window -- |                |                |                |                
Last (max)   |             28 |             24 |             30 |             29 
Last-1       |             28 |             24 |             30 |             30 
Last-2       |             29 |             24 |             30 |             30 
Last-3       |             29 |             24 |             30 |             30 
Last-4       |             35 |             24 |             24 |             30 
Last-5       |             24 |             23 |             24 |             30 
Last-6       |             24 |             23 |             23 |             34 
Last-7       |             28 |             24 |             29 |             30 
Last-8       |             29 |             24 |             30 |             30 
Last-9       |             29 |             31 |             30 |             30 
--- |                |                |                |                
Jitter |              0 |              0 |              0 |              0 
---- |                |                |                |                
Errors       |              0 |              0 |              0 |              0 



Performance



Performance setup

link



Performance XL710 MPPS/Core

link



Performance XL710 gbps/core

link



Automation



Simple example



Python HLTAPI 
Automation



Interaction



Console 
#load the trex as a server for interactive mode
$sudo ./t-rex-64 –i

#connect to the server from any server ( Python 2/3.4)
$./trex-console

#start traffic on all port 
>start -a -m 1 -f stl/imix_1pkt.py 

#pause traffic on all port
>pause -a 

#resume traffic on all port 
>resume -a 

#stop traffic on all port 
>stop -a 

#show dynamic statistic 
>tui

#show port statistic 
>stats –p 

#clear statistic
>clear

#show stream statistic
>streams

Shell

Console



TRex Stateless GUI



TRex Stateless GUI – Stream builder



More info

• Stateless manual
• TRex documents Index 
• GitHub

http://trex-tgn.cisco.com/trex/doc/trex_stateless.html
http://trex-tgn.cisco.com/trex/doc/
https://github.com/cisco-system-traffic-generator/trex-core


Questions?
Hanoch Haim
hhaim@cisco.com



Requirements - HLPAPI /TCL
TCL is not part of the top 10 languageBy IEEE Spectrum’s



HLTAPI 
Should be common API for IXIA/Spirent

• There are a lot of exceptions
• Mixing packet crafting and mode of sending
• IXIA has 2000 pages of HLTAPI implementation 

details 



HLTAPI 
• Packet definition
• Field Engine
• Tx Mode 

• Bloat of API arguments  



Performance XL710 Line%

link

• XL710 support line rate 
from 128B



Simple load profile
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