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Agenda

e virtio/vhost background

e virtio in NFV/Cloud (challenges, solutions)
1. virtio PMD optimization
2. vhost TSO
3. vhost reconnect
4. VM2VM fastpath

e virtio in container
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virtio/vhost background

Virtio is the defacto para-virtualization
standard for communicating with Virtual
Machines (VM) efficiently.

Operating System

ko Driver

GUEST

Vhost is the KVM backend for Virtio,
supplying packets to a Virtio Frontend.

Packet Flow

A bridge/virtual switch, switches packets
to the backend (vhost) and these are
forwarded to the frontend (virtio) in the
Guest.
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virtio in NFV/Cloud

Teleco Cloud
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[ PACKET PROCESSING PIPELINE
DPDK based Virtual Switch

KVM

Commodity X86 Server

Virtualization Infrastructure

VIRTIO PORT

VHOST PORT
PHYSICAL PORT

““ DPDK accelerated VNFs

North2South Perf
virtio PMD optimization

vhost AVX, delayed copy
vhost TSO

East2West Perf :vmv2vim

Stability

vhost reconnect
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DPDK virtio development journey

vhost user
xenvirt vhost PMD
multiple virtio
quyeue e | incantainer
virtio PMD vhost lib migratior ;

2013 2014 2015 2016 : 2017
mergeable virtio 1.0 E
kni vhost vhost
Z€ro Viftio reconnecté
Py ing layout
ring vhost delayed copy
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virtio in NFV/Cloud
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normal virtio process

AVAIL ‘virtio’ Used Vhost’

guest mbuf

head idx

Free Descriptor List
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desc allocation/free, ring modification
issues, Add flow chart for cache to cache transfer

animation on another computer


RX ring layout optmization
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more metrics
correct the picture	
	
	


TX ring layout optmization

i B Sttt

avalil ring

v ‘s 255
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or virtioc _net_hdr

desc ring
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more metrics
	HITM per transaction
	
	


ring layout opt. and vectorization

RXonly

VVV
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VM2VM ? Limitations ? 


new ring layout ?
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virtio in NFV/Cloud
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VHOST TSO To NIC

VM

Application ‘ DATA (64KB) |
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e
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vhost TSO in VM2VM

VM1 VM2
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vhost TSO performance

4 I
vhost TSO iperf

VM2NIC Vhost TSO VM2VM vhost TSO

B vhost-user no TSO W vhost-user TSO M legacy vhost
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virtio in NFV/Cloud
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vhost reconnect

QEMU VHOST
SERVER CLIENT
connect
SET_MEM_TABLE
SET_VRING_NBA
SET_VRING_FD
*/v crash happens!
’ ‘disconnect’
B — restart vhost
connect .
SET MEM TABLE vg->last_used_idx ?
SET_VRING_NBA /
SET_VRING_FD _ vg->last_used_idx = vqg->used->idx !
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set_vring_addr:  trick
QEMU as vhost server, when connection is disconnected, QEMU restart listening




virtio in NFV/Cloud
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VM2VM fastpath(WIP)

VNF #1 VNF #2
N
SF1 SF2
1 l Y
packet processing pipeline
—

DPDK vhost based vSwitch

http://www.linux-kvm.org/images/8/87/02x09-Aspen-Jun Nakajima-KVM as the NFV Hypervisor.pdf
http://schd.ws/hosted files/ons2016/36/Nakajima and Ergin PreSwitch final.pdf
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problem statement: centralized vswitch, packet processing + I/O
SRIOV: VM2VM

The central bottleneck: vSwitch
• Hard to scale with a constant and reasonable amount of resources for vSwitch
• Stresses cross-core communication and memory subsystem beyond CPU cycles available


http://www.linux-kvm.org/images/8/87/02x09-Aspen-Jun_Nakajima-KVM_as_the_NFV_Hypervisor.pdf
http://schd.ws/hosted_files/ons2016/36/Nakajima_and_Ergin_PreSwitch_final.pdf

VM2VM fastpath(WIP)

Extension to Vhost-user
Vhost-user Server
protocol OVS w/DPDK

Receiver

BAR + bus addr

!
M1 Vhost-user
protocol
Sender
VhOSt_pci
1OMMU
—

*: Base Address Rggister
QEMU ** Gust Physical Ad QEMU
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VM2VM fastpath(WIP)
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http://events.linuxfoundation.org/sites/events/files/slides/Jun_Nakajima_NFV_Container_final.pdf
http://events.linuxfoundation.org/sites/events/files/slides/Jun_Nakajima_NFV_KVM%202015_final.pdf
http://schd.ws/hosted_files/ons2016/36/Nakajima_and_Ergin_PreSwitch_final.pdf



Future work

* new [SA

* vhost delayed copy
* vhost AVX

* vhost FPGA
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virtio for container - Motivations

e Requirements for Container-based NFV
— high throughput
— low latency
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为什么我们要将一个半虚拟化的网卡放到容器中呢？我们常常看到，无论是云服务提供商的网络节点还是运营商在部署NFV的时候，容器是一个比虚拟化更加轻量、更加灵活的选择。在性能方面，我们希望为容器提供高带宽、低延迟的网络。但是显然，传统的基于veth的内核网络栈不具备这样的能力。



virtio for container - Status quo
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再让我们看看目前虚拟机和容器里面各种方案的实现情况。我们主要考察两种技术，第一，直接利用物理网卡或者SR-IOV技术提供的Virtual Function，即这里的PF/VF；第二种方案就是virtio。关于这两种方案的比较，从我们了解到的情况来看，只能是各有优劣，适应不同的应用场景。最直观的优缺点就是PF/VF性能更好，但是virtio更加灵活。我们可以看到在虚拟机里，两种方案都可以利用DPDK来进行网络加速。但是在容器的情况下，PF/VF的方案可以工作，但是用virtio将容器和各种vswitch连接的方案还没有。接下来就是介绍我们在这种情形下的工作。


virtio for container - Architecture

e A newIPCin essence Container/A
| b ontalner/App g!wﬁ
— Kernel- ass OFEK -
yp .
— Well defined msg format < | vouin
— Cache friendly vhost-user
e Virtio in Container vs VM
— Device emulation Char fle
— Address translation r—— thread
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将容器和各种用户态vswitch相连，本质上是提供一种快速的进程间通信机制，这种方式能够绕开内核，因为virtio实际上是基于共享内存的消息通信；并且在共享内存基础上，定义了良好消息格式，分离的消息收队列和发队列；并且继承所有virtio里面的高效通信设计和优化，比如cache友好的设计。那么virtio在容器中的实现和在虚拟机中的实现最主要的区别是什么呢？在我们看来，最主要的就是设备模拟和地址转换。首先来看看设备模拟，从前面的演讲我们可以知道virtio是以pci设备的方式呈现在虚拟机中的，设备模拟由QEMU来完成，比如对某个virtio设备的IO操作、PCI配置空间读写都对应着QEMU里面对virtio的设备的模拟操作，但是最终它们都会转换成相应的配置消息发给vhost后端。而对于容器来讲，没有了QEMU充当的中间人，一切都得靠应用自己来。为了最大化的利用DPDK中现有的virtio poll mode driver，于是我们把这个逻辑实现在DPDK库里面。从右图我们可以看到，和虚拟机中一样，virtio poll mode driver重用以前的代码；在设备模拟层，我们增加了一种新的虚拟设备，在和vhost后端的沟通上，我们为vhost-user和vhost-net分别提供了适配器，以方便将控制信息通过字符设备或者unix socket文件传递给vhost后端。至于数据面，前面讲到，这是一种建立在共享内存上的通信。


Virtio for container — Addr trans

Container -

VM

virtio virtual dev

Virtio pci dev

GPA: Guest Physical Address FVA: Frontend Virtual Address
GPA O Len 0 < FVA O Len O <
GPA 1 Len 1 o FVA 1 Len 1 -
GPAn Lenn - FVA n Lenn “~
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第二个最大的不同点就是在vhost侧的地址转换。由于virtio vhost前后端是独立的进程，共享内存被映射到不同的地址空间。所以需要转换写到共享内存中的指针，即相对位移。这个地址转换操作是由vhost侧单方面完成的，在vhost侧我们会维护从virtio前端共享过来的内存段，每个内存段包括前端起始地址、后端起始地址和长度。Vhost会保证从前端来的指针被翻译成自己能够读懂的后端地址，同样需要确保自己写入共享内存的指针已经被翻译成了前端能够认识的地址。这里虚拟机和容器的不同在于两个方面：第一，在虚拟机中我们使用虚拟机物理地址作为前端地址，而在容器中，我们选择的是容器进程的虚拟地址作为前端地址；第二，虚拟机中，QEMU会将整个虚拟机的内存都共享到后端，而容器中，我们无法做到这一点，于是我们选择把被DPDK初始化的内存段共享给后端，也就是说，容器中所发送的包，必须在这些共享的内存中，自己在堆上malloc的包是放送不了的。这对于DPDK应用来说，并不是一个大问题。



Virtio/Container - Performance

| I I I
: I I — I —
I I |Container virtio 1 'VM O
| Linux Bridge I I PMD PMD
| PCAP PMD | Instance I | Inst
Kernel Space : I = = —- = = = ‘I‘_ .l. - nstance _ _1 _l_ =
I ﬂ’é%ﬁgl || el | | — : vhost PMD | | | vhost PMD
User Space : | ke%nel [ ixgbe PMD 1 ixgbe PMD
[ Nico | nica | : T : l
: I NIC I I =
I I I
Test with various Kernel forwarding DPDK Pcap Test Container with virtio VM with virtio
packet size (Mpps) (Mpps) (Mpps) (Mpps)
64 Bytes | 0.933 : 0.699 : :
256 Bytes : 0.909 I 0.673 : 4.5 I 4.5
I I
512 Bytes : 0.821 | 0.655 | 2.3 | 2.3
1024 Bytes | 0.819 : 0.623 : 1.2 : 1.2
: | l l

CPU: Intel(R) Xeon(R) CPU E5-2699 v3 @ 2.30GHz with HT disabled
Disclaimer: prototyping result, subject to change with different system configurations
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virtio/vhost background

Virtio is the KVM standard for communicating
with Virtual Machines (VM) efficiently

Operating System
Vhost is the KVM backend for Virtio, supplying
io Driver packets to a Virtio Frontend.

GUEST

RX ™

Packet Flow

A virtual switch, switches packets to the
backend (vhost) and these are forwarded to the
frontend (virtio) in the Guest.

host-net KVM, 2
ofd :

[ |

HOST

Existing kernel space components.

Tap device
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DPDK virtio development journey

itk

%
b 'y St
i K == .
¥ e e AN i
vhost f

]

[T

VIRTIO PMD KNI VHOST VHOST CUSE P e ‘L""

VIRTIO 1.0

VHOST live migration

virtio multiple QUEUE VHOST USER and lib
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B - T :
virtio optimization: ring layout and

vectorization
RX fixed AVAIL ring
0 1 255
AVATI Ri avail | head head head
ing  flags 4 iz icfx iiix . ¢ . if[x
DESC Ring aesc | desc | aesc
Cj 1 255
mbuf head_roiom data area
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more metrics
correct the picture	
	
	


virtio optimization: ring layout and
vectorization

TX fixed AVAIL ring

0 1 127 128 129 255
AVATL Ring £1ags avall | head head | head head head | head
1dx iTX iTX # icfx iilx iilx L icfx

DESC Ring desc desc | desc desc desc | desc
1258 129 255 128 129 255

Y L L F ¥ \L y L

desc desc desc desc desc desc

0\1‘ """ 127 0 1 127

mbuft head room data area
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more metrics
	HITM per transaction
	
	


VM2VM fastpath

VINF #1

[ Legacy |[ DPDK
Apps || Apps

U T
Guest
Network
Stack

-

OVS DPDK

VNF #2

2 g
virtio NIC 3 x virtio NIC
1} 7]
£ 2
QEMU > = QEMU
k=]
£ 2
NIC S— = n— NIC

sla oela

Yy A J

kvm.ko

Linux Host Kernel
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(WIP)

Extension to Vhost-user
Vhost-user Server
protocol rerennen o OVS W/DPDK
0'. \
.'.‘ \
. Receiver
BAR*
R + bus addr
i Vhost-user
rotocol
Sender P
1oMMU
*: Base Address Register
QEmu ** Gust Physical Addre
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